HndopmanuonHasi IaMsITKa 115 HeCOBEPILICHHO/IETHHX 10 BOTIPOcam
KHOepOe30nacHOCTH

B ceTd «AHTepHEeD

KoMnbloTepHbie BHPYCHI

KoMOBIOTEPHBIH BHPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYHUTENILHOM 0COOEHHOCTBIO KOTOPOU SIBNISETCSI CIOCOOHOCTD K Pa3MHOKEHHIO
(konupoBaHuio). B 1omonHeHMe K 9TOMY, BHPYChl MOTYT MOBPEIUTH HIIHK
TOJHOCTHIO YHHYTOXKUTH BCe (aiiibl U JaHHBIE, TOAKOHTPOJIBHBIE M0J1E30BATEIIIO,
OT UMEHHU KOTOporo Gbuia 3aryllieHa 3apaxx€HHas [porpamMMa, a TaKkKe NoBpeIuTh
WK [@Xe YHUUTOXKHUTh OTIEPALIHOHHYIO CHCTeMY CO BCeMH (ailllaMh B LEJIOM. B
GONBLIMHCTBE CAy4aeB pacrpoCTPaHIIOTCA BUPYChI Yepe3 HHTEPHET.

MeToAbl 32LUTHI OT BPEAOHOCHBIX MPOrpamMm:

1.  Hcnonb3yii coBpeMeHHbIE OMEPALMOHHBIE CUCTEMbI, MMEIOLIUE
cepbE&3HbIH YPOBEHb 3aIlUThI OT BPEAOHOCHBIX NPOrpaMM;
2. TlocrosHHO ycraHaBiuBail mnaruu (LUM(POBbIE 3aMIATKH,

KOTOpble ~ aBTOMATMYECKM YCTAHABIMBAIOTCA C  LENbIO  J0pabOTKH

MporpamMmbl) M JApyrde OOHOBIEHMSl CBOEH ONEPalHOHHOH CHCTEMBI.

CkauuBaii UX TOJbKO ¢ oduimanbHOro caiita paspaboryuka OC. Ecin

CYILECTBYET PEXKUM aBTOMATHYECKOro OOHOBJICHHUS, BKITIOYH €T0;

3. PaGoTaii Ha cBOEM KOMIIbIOTEpE IOJ MpaBaMu I10J1b30BaTeNs, a

He aIMUHMCTparopa. DTO HE TMO3BOJUT OONBILIMHCTBY BPEIOHOCHBIX

porpaMM WHCTATIIMPOBATHCS Ha TBOEM ME€PCOHATIBLHOM KOMIIBIOTEPE;

4. Hcnonb3yi AHTUBUPYCHBIE [pOrpaMMHbIE MPOLYKTBI

W3BECTHBIX [IPOM3BOIMTENEH, C aBTOMATHYECKUM OOHOBNIEHHEM 0a3;

5. Orpanuup ¢Gu3MUeCKMH  JOCTYN K  KOMIBIOTEpY  JUIs

TIOCTOPOHHHUX JIMLI;

6. Vcronp3y#t BHELUHHWE HOCHUTENM MH(OpMALMH, TaKHe Kak

(remka, aumck wid Qaitn u3 VHTepHera, TOJBKO M3 MPOBEPEHHBIX

MCTOYHHKOB;

7 He oOTKpblBail KOMIIBIOTEpHbIE (Daijbl, I10OJyYeHHbIE 13

HeHAI&KHBIX MCTOUHMKOB. Jaxe Te Gailiibl, KOTOpble MNpHCIaN TBOM

3HaKOMblit. JIydIlle YTOYHH y HEero, OTIPABJIs Jik OH Tebe UX.




Ceru WI-FI

C nomompio WI-Fi MoXHO mnonyuuTh OecIuiaTHbIM WHTEPHET-A0CTYIl B
0BILECTBEHHBIX MECTax: Kade, OTelsIX, TOProBbIX UEHTPax 1 adporoprax. Tak xe
gBIISETCS. OTJMYHON BO3MOXHOCTBIO Bbixoza B MHrepuer. Ho MHOrHe KCrepThbl
cumTaroT, 4To obmenoctynHele Wiki ceTr He ABIAIOTCS 6e30macHbIMH.

CoBeTbl Mo Ge30nacHocTH paGoThl B 00MEA0CTYMHBIX CETSAX Wi-fi

l. He rmepenaBaii  CBOIO  JIMYHYIO uHopMaLMIO  uepes
obwenoctynusie Wi-Fi ceru. Paboras B HMX, JKejaTelbHO HE BBOAMTDH
MapoJsiy A0CTYMa, JIOTHHBI X KaKME-TO HOMEPa;

s Hcnonb3yit u OOHOBIsA @HTUBMPYCHBIE MPOTrpaMMbl M
6panamaysp. Tem cambiM Thl 00e30MacuIIb ce0ds OT 3aKauKU BUpYCa Ha TBOE
YCTPOMCTBO;

3. [lpu wucrons3oanund Wi-Fi oTkmo4n  GyHKUHIO «O0wmn
gocTyn k (ainaM u npuHtepam». JlaHHas GYHKLUMS  3aKpbITa  T10
YMOJIYAHHIO, OJHAKO HEKOTOpble [O0/Ib30BaTeNN aKTHBHUPYIOT eé s
y1oGCTBa MCMIONB30BaHKs B paboTe Wik yuede;

4. He wucnonesyh mnybmauunsii WI-FI s nepenavn JUYHBIX
JAHHBIX, HAaNpHUMep, JUISl BBIXOJa B COLMAbHbIC CETH WJIU B JJICKTPOHHYIO
nouTy;

= Hcnonp3y# TONBKO 3alIMILEHHOE COCAMHEHHUE Yepes3 HTTPS, a
He HTTP, 1.e. npu Habope BeO-aapeca BBOAM HMEHHO «https://»;

6. B mo6unbHOM TenedoHe oTKIoYM QyHKuuio «IToakmoueHne K
Wi-Fi asromaruuecku». He pomyckaid aBTOMAaTH4E€CKOro IMOJAKIHOYCHUSA

yctpoiicTBa k cetsim Wi-Fi 6e3 TBoero corjiacusi.

CouuajbHble ceTu

CouManbHas CeThb - 3TO CaliT, KOTOPBIi MPeI0CTaBsIeT BO3MOXKHOCTD JIFOAAM
OCYLIECTBIATL OBLIeHHe Mexk1y CcO0OH B MHTEPHETE. Yaie Bcero B HUX Ui
KQKIOTO uelOBeka BbIAeIseTcs CBOs JMYHAs CTpaHuuka, Ha KOTOpOH OH
ykaspiBaeT o cebe pasnuuHylo WHOpPMALMIO, HauMHas OT MMEHH, bamunuu M
3aKaHuMBast JIMUHBIMU (oTorpaduiamu. MHOrne rojp30BaTe/iv He NOHUMALOT, H10
uHdOpMaLKs, pasMellleHHas UMK B COLMANBHBIX CETAX, MOMKET ObITh HaWJeHa U
HCMONb30BAHA KEM YrOAHO, B TOM 4HCIE He 00s3aTeNbHO C Onarumu

HaMEpPEHUSAMH.




OCHOBHbBIE COBEeTbI N0 6€30MaCHOCTH B COIHMAJILHBIX CETHX.

1. OrpaHudb CIOHCOK Jpy3ed. Y Te6s B ApY3bAX HE JOJKHO OBITH
clly4aitHBIX ¥ HE3HAKOMBIX Jr0JeH;

Zs Jammmail  CBOIO HAaCTHYIO >KH3Hb. He yKa3pIBail Mapoiiu,
TenedoHbl, ajapeca, HAATy TBOETO POXACHMA H APYryIO JIHYHYIO
ur(pOpMaLHio. 3M0yMBIILIEHHAKE MOTYT MCIONB30BATh JaKe HHpOpMaLIHIO
0 TOM, KaK Thl ¥ TBOM POAHMTENH IIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3aluiai CBOIO peryTaluio - IepXKH €€ B JUCTOTE U 3a/1aBa
cebe Bompoc: XxoTen 6bl Thl, 4TOObI APYrUe MONB30BATE/IN BU/CIIH, YTO ThI
3arpyxaews? [logymai, npexiae 4eM 4To-TO onyO6IMKOBaTh, HamucaTbh W
3arpy3uTh;

4. FEcnu Thl TOBOPMILL C JIIOJAbMHK, KOTOPbIX He 3Haelib, HE
UCTIONB3YH CBOE pealbHOE HMMS M ApYryro JU4HYIO uH(pOpMaLU: UMS,
MECTO JKUTENBCTBA, MECTO YueObl i Mpoyee;

S UsGeraii pasmeienust ¢ororpapuit B Murepmere, rae Tl
u306paXkeH HAa MECTHOCTH, O KOTOPOH MOXHO ONPENeIUTh  TBOE
MECTOIOJIOKEHHUE,

6. [Ipy perucTpauuu B COLUMANBHOM  CETH HEeoOX0AUMO
HCTIONB30BaTh CHOXKHBIE Mapojd, COCTOsIMe U3 OykB H mupp U ¢
KOJIMUECTBOM 3HAKOB He MeHee &;

7. Jlnsi coLManbHON CeTH, MOYThl M APYTHX CanToB HEOOX0UMO
MCIONB30BaTh pasHbie naponu. Toraa  eciw TeOs  B3JIOMAIOT, TO

3JIOYMbIIUJIEHHHUKH rnojgydat AOCTYII TOJILKO K OJIHOMY MECTY, a HE€ BO BCE

cpasy.

DJIeKTPOHHbIE J€HbI'H

DeKTPOHHbIE AEHBI'W — 3TO OUY€Hb y106HBIi crocob miartexed, 0QHAKO
CYLECTBYIOT MOLIEHHUKH, KOTOPbIE XOTAT MOJY1HTh STH JIEHBIH.

JNeKTPOHHbIE AEHBIH MOSBUIUCH COBCEM HEJIABHO M HMEHHO H3-32 3TOr0 BO
MHOTHX FOCYAapCTBax A0 CHX MOp He MPOMHCAHO NP0 HHUX B 3aKOHAX.

B Poccuu ke OHM (QYHKIMOHUPYIOT U O HUX YXKe NPONUCAHO B 3aKOHE, TS
UX pa3feMOT Ha HECKONbKO BHIOB - aHOHMMHBIE W HE aHOHMMHbIe. Pa3Huiia B
TOM, YTO AHOHHUMHBIE - ITO T€, B KOTOPBIX Pa3pellaeTcs NpOBOAUTE OMEpalty oe3
uneHTHGUKAUMM  [IONb30BaTENs, @ B HE  AHOHMMHBIX UeHTU(UKALKHU

[OJ1b30BaTeJisl SABJIACTCA 00s13aTeIbHOM.




Takxe clelyeT pa3idyarh 3JIEKTPOHHBIC (uarHble N€HBIH (PaBHBI
rocyJapCTBEHHBIM BaJlOTaM) M JJIEKTPOHHBIC HeduaTHbIe J€HbIM (HE PaBHbI
roCyJapCTBEHHBIM BaIOTaM).

OcCHOBHBIE COBETHI 0 Ge3onacHoil pabore ¢ 3JIEKTPOHHLIMH 1eHbIaMU.

1. TlpuBsHky K c4eTy MOOHUJIBHBIH TenedoH. DTO caMblii yI0OHbIH
1 OBICTPBIN CrIOCOO BOCCTAHOBUTDH AOCTYII K CHETY. [MpuBs3anHblii TenePOH
TIOMOXKET, ecy 3aby/Ielb CBOM MaTeXHbIH NMapo/ib niu 3aii/lellb Ha CaMlT ¢
HEe3HAKOMOI'0 YCTPOWCTBA;

2 Wcrons3yit  omHopasoBble maponu. llocie mepexoaa  Ha
YCUIIGHHYIO aBTOpHU3aluio Tebe yxe He OyleT yrpoKaTh OMacHOCTL KpazH
WIIM [lepexBaTa MIaTeXxXHoro naposs;

3. Boi6epu ciioxHbIA napoiib. [IpecTynHuKaM 6ynetr He NpPOCTO
yrajgaTh CIOXHBIH naponb. HajaexHeie mapojiu — 3TO Mapojiu, KOTOPbIC
coJepKaT He MeHee 8 3HaKOB U BKJIIOYAIOT B ce0st CTPOYHbIE W MPOMUCHBIC
6yKBbI, UM(PBl M HECKOJBKO CHMBOJIOB, TaKHe KaK 3HAaK J0J1apa, ¢yHTa,
BOCK/MLIATENbHBIN 3HaK U T.1. Hanpumep, StROng!s;

4. He BBOAM CBOM JMuYHbLIE JaHHBlE Ha cakTax, KOTOPbIM HE

JIOBEPSELLb.

JeKTPOHHAS MoYTa

NeKTPOHHAs M0YTa — 3TO TEXHOJIOrUs ¥ NPEOCTABIACMbIC €10 yCIyTH 1O
TepechlIKe U MOJYUEHHIO JIEKTPOHHBIX COOOUIEHMH, KOTOpbIe paclpeelisiioTcs B
kommbloTepHoi ceTd. OOBIYHO 37€KTPOHHBIA MOYTOBbIM SILIMK  BBINJISAWT
ClIeIyIOLIHMM 00pa3oM: UMsl_TIoJIb30BaTes@uMsi_oMeHa. Taxoke kpome nepenavu
MPOCTOrO TEKCTa, UMEETCS BO3MOXKHOCTD NepeaiaBaTh hahnsl.

OcHOBHbBIE COBETHI 0 Ge30nacHoi paboTe ¢ eKTPOHHOH MOYTOM:

1. Hazo BHIOpaTh MpPaBHJIbHBIA MOYTOBBIH CEPBHUC. B HMurepHerte
ecTb OTPOMHBIN BbIGOp OecriaTHbIX MOYTOBBIX CEPBHCOB, OAHAKO Jqydlue
JOBEPATH TeM, KOTO 3HACIIb 1 KTO [ePBbIH B peiTHHIE,

2. He ykaspiBaii B JM4YHOW TNOHYTE JIMYHYIO uHpOpMaLIHIO.
Hanpumep, nydiie BbIOpaTh «My3bIKalTbHBIH_(QaHat@» uan «pok2013»
BMeCTO «remal3»;

3. Wcnonp3yii IBYX3TalHYIO0 aBTOPHU3ALHIO. OTO Korja NMOMHMO

mapoJist Hy’KHO BBOJIUTB KOJ, npucsLiaeMblit mo SMS;




4. BpiGepu cnoxHbIH maponb. s KaXA0ro MnoyToBOroO siLIMKa
JIOJKEH OBITh CBOM HalEKHBIM, YCTOMUYUBBIM K B3JIOMY MapoJib;

3 Ecau ecTh BO3MOXHOCTh HamucaTb CaMOMY CBOH JIMYHbBIM
BOTIPOC, UCTIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Mcnonp3yli HECKONBKO IOYTOBBIX SIUMKOB. IlepBbiid s
YaCTHOM TepenucKh ¢ ajpecaTaMH, KOTOPbIM Thl J0BEpsi€llb. ITO
3MEKTPOHHBIN ajipec He HAA0 WCIONB30BaTh IPH PErUCTpaluu Ha Gopymax
U calTax;

7. He otkpsiBaii (aiinbl ¥ Apyrue BIIOXKEHHS B MHCbMax Jaxe
ec/ii OHHM INPHIILIM OT TBOMX Apy3ei. Jlydie yTouHu y HUX, OTIPABISIN JIK
oHU Tebe ITH (ailibl;

8. [Tocne oOKoOH4YaHHsi paboOThl Ha [OYTOBOM CEpPBHUCE Iepel

3aKPBITHEM BKJIA[KU C CaliTOM He 3a0y1b HaKaTh Ha «BeIdTn».

KubepOvy JIMHT HJIH BUPTYAJbHOE H3/1€BATEJIbCTBO

Kubepbyanviar —  mpeciefioBaHMe  COOOIIEHMSMH,  COAEpXKalUMMH
ockopOneHus, arpeccuto, 3aryruBaHue; XYJIUTaHCTBO; couuanbHOE
OOMKOTHPOBAHUE C ITOMOLLBIO PA3IUUHBIX HHTEPHET-CePBUCOB.

OcHOBHbIE cOBETbI N0 6opble ¢ KHOEepOYNJIHHTOM:

1. He Gpocaiics B Goit. Jlyuiunii criocoG: mocoBeTOBaThCS Kak cedsl

BECTU W, €CJIM HEeT TOro, K KOMY MOXHO OOpaTHTbCs, TO BHadaje

YCIIOKOUThCS. ECAM  Thl HayHellb OTBEYaTh OCKOPOJCHMsIMM  HA

OCKOpOJIeHHs, TO TOJBKO €elle OOMbIIe PAa30kIKELIb KOHIHUKT;

2. Vnpasnsaii cBoer kubeppenyrauuen;
Fe AHOHUMHOCTH B ceTu MHHUMas. CylecTBYIOT —CIOCOObI

BBISCHUTH, KTO CTOWUT 33 AaHOHWUMHBIM aKKayHTOM;

4. He cTouT BecTM XYJMraHCKHH o0pa3 BHUPTyallbHOW KHU3HH.

MHTepHeT (UKCHpYeT BCe TBOW AEHCTBHS M COXpaHseT MX. YIaluTh UX

OyaeT KpaiiHe 3aTpyAHUTEIIBHO,

5. Benu cebst BEXIIUBO;
6. HUrnopupyi €IMHUYHBIN HeraTHuB. OpxHopa3oBbie

OCKOpGHTENbHbIE COOBLIEHHs Jydllle UrHOpHpoBaTh. OOBIMHO arpeccus

TnpeKpalaeTcs Ha HadalbHOW CTAINHU;




7. bBan arpeccopa. B mnporpammax oOMeHa MIHOBEHHbIMH
COOBILEHUAMH, B COLHMAIBHBIX CETAX €CTb BO3MOXHOCTb OJOKMPOBKH
OTIPABKH COOOILEHHUH C ONpeIe/IeHHbIX aIPECOB;

8.  Eciu Tbl cBuzerens kubepOymnunra. Tsou  AedcTBUs!
BBICTYMUTh TPOTUB TIpecieoBaTeNs, M0Ka3aTh €My, 4TO ero JeHCTBUs
OLIEHMBAIOTCSl HEraTMBHO, [OJAJEPKaTb JKEPTBY, KOTOPOH  HY¥KHA
[ICUXOJIOrHYecKasi MOMOIllb, COOOLIMTE B3pOCHBIM O (haKTe arpecCMBHOIO

[MOBEACHHUS B CCTH.

MobOuabHbIH TejaedhoH

CoBpeMeHHble cMapTOHBI U [UIAHIIETHI CONepKaT B cebe BIIOMHE B3POCIIbIA
(QYHKUMOHAJ, W Terepb OHH MOTYT KOHKYpPHpOBaThb CO CTaUHOHAPHBIMH
komrbtotepamu. OnHaKo, CPeCTB 3alUThI 1Sl IOJ0OHBIX YCTPOHCTB M0Ka OYEHb
mano. TecTupoBaHMe M [OMCK YA3BUMOCTEH B HHUX TMPOUCXOIMT HE TaK
uHTeHcHBHO, Kak s [TK, To %ke camoe kacaeTcsi 1 MOOUJIBHBIX MPHUIIOKCHUH.

CoBpeMeHHble  MOOMJbHbIE Opay3epbl YK€ [PaKTHYECKH  JOrHajM
HACTONbHBIE AHAJIOIH, ONHAKO paciuupeHue (yHKLHOHaNa BeyeT 3a cobon
OOJIBIIYIO CIIO)KHOCTh ¥ MEHBLIYIO 3alULLEHHOCTb.

Jlaneko He BCe MPOM3BOAMTENN BbIMYCKAIOT OOHOBJICHHS, 3aKPbIBAIOLIME
KPUTUYECKHUE YSI3BUMOCTH [/l CBOMX YCTPOMHCTB.

OCHOBHbBIE COBETbI /151 6€30MacCHOCTH MOOHJILHOTIO TeJsiedoHa:

1.  Bynb ocTopoeH, Beib Korza Tebe mpeiaraior GecruiaTHbIH

KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKKe-TO IJIaTHbIE YCIIYTH;

.3 Jlymaii, npexxae uem OTnpaBuTb SMS, ¢orto uanm BHIEO. Thi

TOYHO 3Haelllb, IJIe OHU OYIyT B KOHEUHOM UTOre?

3 Heo6xonumMo OOHOBISTH OMNEPALUOHHYIO CHCTEMY TBOEro
cMapTdoHa;
4, Vcronb3yit  aHTUBMPYCHblE MPOTpaMMbl  JUls  MOOMIIBHBIX

TesneOHOB;

5. He 3arpyxaii npHIoXKeHHsl OT HEU3BECTHOrO MCTOYHHKA, BEAb

OHH MOTYT COZIEpYKaTh BPEJIOHOCHOE MPOrpaMMHOE 00ecCre eHHUE;

6. Tlocie Toro Kak Thl BBIAAELIb C calTa, Iie BBOAWI JIMYHYIO
uH(OpPMALIUIO, 3811 B HACTPOHKK Opay3epa H ylaju cookies;
' [Mepuoauyecku  NpoBepsii KakMe  IUJIaTHble  YCIyTH

AKTUBUPOBAHBI HA TBOEM HOMEPE,




8. JaBail cBoii HOMep MOOWIBHOro Teje)oHa TOJBKO JIHOISM,
KOTOPBIX Thl 3Haelllb U KOMY JIOBEpPSEllIb;
9. Bluetooth noykeH OBITH BBIKIIOYEH, KOraa Thl UM HeE

noJib3yelbesi. He 3a0biBail MHOTAa MPOBEPSTH 3TO.

DOUINMHT WIH KPaXka JHYHbIX JAHHbIX

['maBuast uenbp ¢umMHr - Buaa VHTEpHET-MOLLUEHHUYECTBA, COCTOMT B
NOJIy4eHUH KOH(PUAEHLHMANIbHBIX JaHHBIX M0Jb30BaTeIe — JOTHHOB U NapoJei.
Ha aurnuiickom si3bike phishing uurtaercs kax ¢umuHr (ot fishing — psibHas
J0BJsl, password — napoJib).

OcHoBHble coBeThI 110 60pbie ¢ GHILHHIOM:

I Cnenu 3a CBOMM akKkayHTOM. Eciiv Tbl MOgo3peBaelilb, YTO TBOS
aHkeTa OblTa B3jOMaHa, TO He0oOXOAMMO 3a0JIOKHUpPOBATh €€ U COOOLIMTh
aJIMMHHUCTpaToOpaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2 Vcnons3yit 6e3omacHble BeO-CalThl, B TOM 4HCIE, UHTEPHET-
Mara3yuHOB U TTIOMCKOBBIX CUCTEM;

3, Hcnonp3yit ciiokHble W pa3Hble napoau. Takum oOpasom, eciu
Te0sl B3JIOMAIOT, TO 3JIOYMBILUJIEHHUKH I10Jy4YaT AOCTYN TOJbKO K OJXHOMY
TBOEMY NMpPOQHUITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3a0Mand, TO HEOOXOAMMO MpenyNpeluTh BCEX
CBOMX 3HAKOMBIX, KOTOpbIe 100aBJieHbl Y Te0s B APY3bsiX, O TOM, 4YTO TeOs
B3JIOMAJId M, BO3MOXXHO, OT TBOEro MMEHH OyleT pacchliaThCs CaM U

CCBUIKM Ha (PUIUMHIOBbIE CAUTBI;

5. YcraHoBu HanexHbli naposb (PIN) Ha MOOMIIBbHBIH TenedoH;
6. OTKITIOYH COXpaHeHue maposs B Opaysepe;
7. He oTxpsiBaii daiinbl ¥ Apyruve BIOKEHMS B TNHUCbMaxX Jiaxe

ec/IY OHM MPULIM OT TBOMX Jipy3ei. Jlyule yTOUHH Y HUX, OTHPABJISIH JIK

oHu Tebe ITH (pannbl.




